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Chapter 1

| ntroduction

1.1 A New Paradigm of Services & Applications

Over the pasttwo decadesnetwork traffic hasevolved from shorttext messages$o
high volume multimediadriven content. With the rapid introducton of new applications
andservicesinto the global networks, thereare new requiremerg in the operationof the
network. For example,new real-timeapplicationslemancamuchhigherquality of service
(QoS)thanexisting applicationssuchastransfermg electronicmail.

A key outcomeof this is anincreasan the complity of the network infrastricture.
However, thefundamentabperationof thesedeviceshasnotchangedEnterprisenetworks
of today are connectedogetherthrough a large numberof static devices which include
firewalls, intrusiondetectionsystemsandnetwork addresgranslationdevices. Thesede-
vicesarecollectively referredto asmiddleboes. Middleboxeswereoriginally designedo
operatewith traffic thatcanbe specifiedusinga simplestaticsetof rules. They arecapable
of handlingthe applicationscurrentlydeployedwithin enterpriseshut thatis changing.

New applicationsarebeingintroducedn corporatenetworks. Thefunctionalty of these
new applicationds muchmoredynamicthanexisting services.The mostwidely deployed

dynamicapplicationghusfar have beeninternetProtocol(IP) Telepholy andvideo con-



ferencing. While thesenew applicationsoffer servicesnot previously available over data
networks, problens have stemmedrom the dynamicnatureof the underlyingprotocols.
Dynamicapplicationsdo not operateusingthe well-known port structurethat traditional
client-serer serviceshave used.! Eachsessiorof a dynamicapplicationconsistsof mul-
tiple datastreamswith only thefirst controlstreamconnectingo awell-known portonthe
remotetermiral. Theadditioral datastreamsusedfor audioandvideodatain IP telepholy
andvideoconferencingaresentbetweerarbitraryportsnegotiatedby the endpointausing
theinitial connection.

Creatingrule setsto allow traffic from dynamicapplicationgo passthroughstaticnet-
work middleboxesis a significantproblem. Generalizingfrom a single sessiorto anen-
terpriselevel only increaseghe compleity of rule creation. Becausesachsessioncan
theoreticallyuseary of the 64k available ports, the only type of traditioral rulesthatcan
be usedfor dynamicapplicationdgs to allow all traffic to pass.Implementng this type of
rule setrendersfiltering devicesincluding firewalls useless.Thus, this is not a practical

solutionfor enterprisesvishingto deploy dynamicapplications.

1.2 |P Telephony in Converged Networks

An importantdynamicapplicationthatis rapidly gainingadoptionin theindustryis IP
telephory. A driving force behindthe succesof IP telephory is it allows enterprisego
offer servicesand levels of integration not possiblewith standardelephoty systems.A
simpleexampleis the additionof Click-to-Cal serviceson productsupportpagego allow
customerdo automaticaly contactan enterprisesupportstaf [1]. Anotherbenefitof IP
telepholy is the reductionin overall operatingexpenses.With a completedeploymentof
IP telepholy, only oneenterprisevide network mustbe provisionedandmaintained.The

maintenanceostsof a datanetwork aremuchlessthana circuit switchednetwork because

!Servicessuchasemal, file transferandthe World Wide Web all operate at a standardoort numbe or
well-known portnumker.



1) statisticalmultiplexing gain in the datanetwork and?2) lesscomple thancircuit based
networks. This, coupledwith the improved bandwidthefficiency of the voice encoding
algorithnsusedn IP telepholy, dramaticallyreduceshepercall costacrosgheenterprise.

IP telephory notonly removestheneedfor two networkswithin anenterpriseit alsoal-
lowstheinterconnectiorof two globalnetworks. A full IP telephory deploymentwithin an
enterprisencludesconnectiongo theInternetandthe PublicSwitchedTelephonéNetwork
(PSTN).As aresult,theenterprises network actsasa bridgeandcontrolpointbetweerthe
two networks. The interconnectia of thesetwo networkswill eventuallyallow terminals
on eithernetwork to utilizeandacces resourcesndinformationcontainedn both.

IP telephoty servicesanbedeployedusingoneof two differentprotocols.Thelnternet
EngineeringraskForce(IETF) hasdevelopeda plaintext protocolcalledSessionnitiation
Protocol(SIP)[23] basedn the structureof the Hypertext TransferProtocol(HTTP)[18].
The Internatioral TelecommunicatiotJnion (ITU) developedH.323[31] which inherited
the structureandbasicfunctionalty from the SignalingSystem? (SS7)[47] protocolused
within the PSTN. The two protocolsare not directly compatibé but provide comparable
featuresH.323wasdevelopedfirst andcurrentlyhasalarger pieceof the market sharebut
recentlySIP hasbeengainingmomentim [58].

As with ary new technologythereare mary differentissuesthat mustbe addressed.
Enterprisesieploying IP telephory musttacklethe managemenif new network resources,
guarante@highlevel of quality of service(QoS)within thenetwork, andensurehatall IP
telephory devicesareinteroperable Eachof theseissuesmustbe properlyaddressedor

anl|P telephory deploymentto be successful.

1.3 Security Issuesin a Converged Networ k

The corvergenceof the Internetandthe PSTN is eitheran exciting or a very scary

propositon dependingon one’s perspectie. From an information accessibilityandinte-



gratedservicesviewpoint, the possibilitiescreatedby the interconnections almostun-

limited. However, the securityimplicatiors surroundiig the convergenceare extremely
significant.Both networkshave uniquevulnerabilities andthreatmodels.By interconnect-
ing the two, new threatmodelsare createdwhich not only encompassghe two individual

modelsbut alsonew crossnetwork vulnerabilties andattacks.

Thesecurityramificationsof two globalnetworkscornverging is nottheonly elemenof
IP telephory wheresecuritymustbeconsideredBoth IP telepholy protocolsarerelatively
new andstill undegoing development.As aresult,they have not beencompletelyscruti-
nizedandexaminedfor vulnerabilties. Furthermaee, implemenationsusingthe protocols
arealsovery nenv andhave notundegoneexhaustve testing.

One significantdifferencebetweentraditional telephory servicein the PSTNand IP
telepholy is the mannerin which dataand control information are transported. In the
PSTNthe controlanddataareseparatedby differentlogical channels.This resultsin end
terminalsbeing unableto accessand manipulatethe control information. IP telephory
removesthe separatiorandincorporatesoth intelligenceand control mechanismsn the
endtermirals. Furthermore both the control and datainformation are now transmitted
over a network maintaired by numerousndependenand sometimesompetingnetwork
andserviceproviders. The openarchitectureof the Internetgreatlyincreaseshe ability of
unauthorzedpartiesto collectand/ormodify informationstreams.

Ensuringtheintegrity of the call is a major concernthat mustbe addressedeforelP
telephory canbewidely deployed. In additionto the useof a singletransporimedium,use
of thelnternetProtocol[27] astheunderlyng transporiprotocolresultsin alargernumber

of vulnerabiliiesandweaknesses



1.4 Key Contributions

The overall objectve of this thesisis to allow dynamicapplicatiors, specifically IP
telephom, to be deployed securelywithin an enterprise.To achieve this objectve, three
differentissuesareaddresseth this thesis.

e TheSecureTelepholy EnabledMiddlebox(STEM) architecturgorovidesthefounda-
tion for securelydeploying IP telephory serviceslt includesa securityenforcemenentity
andanintelligentfirewall capableof handlingdynamicapplicationsesgons.

e A classificationof vulnerabilities within STEM and the IP telepholy protocolsis
carriedout. Thelist categyorizesthe attacksby typeandanalyzegheirimpact.

e The Simple IP Telephory using Multi-l ayeredProtection(STUMP) framework in-
cludesa propertyorientedvulnerability analysisfor IP telephory. Four differentsensors
detectandcontrol mostflood basedDoS attackstargetingan IP telepholy enabledenter

prisenetwork.

1.5 ThesisOrganization

Theremainderof this thesisis organzed asfollows. Chapter2 expandson the inter-
workings of the layout of cornverged networks, the SIP protocol, and typical call setup
scenarios.Chapter3 describesa modified corverged network architecturecalled Secure
Telepholy EnabledMiddlebox (STEM). Details of the architecturacomponentsandde-
viceinteractionarediscussedh thischapter Thechaptemlsoexamineshow severaltypical
call scenariosare handledby the new architecture.The chapterconcludeswith a discus-
sionof aneffort to implementa prototype of the STEM architecture Chaptedd enumerates
themajornetwork vulnerabiliieswithin acorvergednetwork andin IP telepholy services.
Chapter5 introducesthe SecurelP Telephory using Multi-layered Protection(STUMP)
framewvork. The STUMP frameavork reduceghe impactof a large numberof the vulner

abilities outlinedin Chapter4 usingboth nev and existing protectionmechanisms.The



chapteralsoincludesquantitatve analysisof an attacksensorslevelopedto handleflood
baseddenialof service(DoS)attacks. A summaryof thiswork andconcludingremarksare

givenin Chapter6.



Chapter 2

| P Telephony Over Converged Networks

2.1 Converged Network Architecture

A typical enterprisenetwork consistof two sections:1) theinternalnetwork and2) the
de-militarizedzone(DMZ). TheDMZ is connectedo the public Internetthrough anexter-
nal firewall andcontainsvarioussenersthatneedto be accessd from externallocations.
This includesweb, mail, anddomainnameservice(DNS) seners. The internalnetwork
is connectedo the DMZ by anotheffirewall. In somearchitecturesthe two firewalls are
replacedby a singlefirewall with threenetwork interfaceq12].

Deploying comples new servicescanrequireboth additioral devicesto be addedand

Softphone IP Phone
DNS Web
#,
Server Server
Enterprise Internet
PSTN LAN T +
Media / |
G?tger\:villy Internal SIP SIP External
Firewall Registrar / Redirect Firewall
Authentication Location Proxy
Server Server
Enterprise DMZ

Figure2.1: IP Telephoty EnabledEnterpriseNetwork



existing elementdo be modified. IP telepholy is no exception. An examplelP telephory
enabledenterprisenetwork is shavn in Figure 2.1. Additional componentghat arere-
quiredincludea SIP Proxy anda Registrar/LocationSener, anda Media/SignalGatevay
to connecto the PSTN.

TheSIPProxysener[46] (or H.323Gateleepel[21]) is placedin theenterprseDMZ.
All IP telepholy signalingandcontroltraffic is routedthroughthe proxy while the media
stream$ypasghe proxy andareexchangedlirectly betweertheendterminals.The proxy
sener cansupportadditionalfeaturessuchaslists of addressessedfor Spam.The Spam
lists could include both individual client lists aswell as enterprisewide lists. The SIP
Reagistrar/LocationSener (RLS) is also locatedwithin the enterpriseDMZ. The RLS’s
main functionis maintainng the location (IP addresspf enduserswithin the enterprise.
TheRLS mustalsocommuncatewith otherRLSsto determineoptimal call pathselection
for telephoiy routingover IP (TRIP) [45].

TheMedia/SignalGatavay (MSG)is acompletenetwork stackproxy thatconnectghe
internalLAN to the PSTN.The MSG consistof voice portsboundto voicetrunkson the
PSTNsideandan Ethernetconnectionto the internal LAN. Additionally, it mayinclude
a pair of SS7signalinglinks to a Signal TransferPoints(STPs). The gatevay provides
controlanddatamessageorversionbetweerthetwo networks.

In additionto theintroducton of new devicesin the enterprisenetwork, certainexist-
ing network elementamustbe modified. The staticfirewalls mustbe replacedwith new
dynamicfirewalls capableof parsingall layersof the network stackor applicationlayer
proxiesto handlethe dynamicapplicationdraffic.

To enablecrossnetwork calls (PSTN-to-NetandNet-to-PSTN) the DNS servicemust
be extended. Eachtelephony terminal must be assignedan E.164 number a.k.aphone
numberin asimilarfashionto PSTNterminals. The DNS senersmustthenimplementthe
ENUM protocol[17]. ENUM usesthe NAPTR DNS ResourceRecord[14] type to store

amappingof E.164numberto a globally uniqueDNS name.All ENUM namesbelongto



theel64.arpalomain.While ENUM is requiredfor PSTN-to-Netcalls,it canalsobeused

for Net-to-Netcalls.

2.2 | P Telephony Protocols

Over the pastfour years,two protocok have beendevelopedto supportlP telephory;
Sessionnitiation Protocol(SIP) and H.323. Both protocok provide a similar setof ser
vices but are very differentarchitecturally SIP, developedby the IETF, is basedon the
Hypertext TransferProtocol(HTTP) andis a text basedwhich usesthe SessiorDescrip-
tion Protocol(SDP)[22], anothertext basedprotocol,for channelestablishmenandcon-
figuration. H.323, developedby the ITU, is an umbrellanamegiven to a large suite of
protocols. Within the H.323 protocol suite [21] are H.245 for call control, H.225.0for
connectiorestablishmentH.235for securityandH.332for conferencesalls. All the pro-
tocolsin the suite utilize ASN.1 and packed encodingrulesfor generatingnessagesTo
manipulatethesemessagesspecialcode-generatormust be used. Both H.323 and SIP
utilize the Real-Time Protocol(RTP) [51] to transferthe multimediadata. This meanghe
choiceof call controlprotacol doesnotinfluencethe quality of serviceof acall [53]. Given
thatH.323is a morecomple protocolto decodeandexamine,this work is basedon SIP

However, the solutiors outlinedareapplicableto a H.323ernvironment.

2.2.1 Session Initiation Protocol

The Sessionnitiation Protocol[23] is an ASCIl basedclient-serer protocol (sener
sidebindsto port 5060)that useseitherthe TransmissiorControl Protocol(TCP) [40] or
the UserDatagramProtocol(UDP) [39] asatransport.Thefollowing quotefrom the RFC

givesa detaileddescriptionof SIP’s capabilities:

“The Sessionnitiation Protocol(SIP) is an application-layercontrol (signal-
ing) protocol for creating, modifying and terminatng sessionswvith one or
more participans. Thesesessionsnclude Internetmultimeda conferences,
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Internettelephonecallsandmultimediadistribution. Memberdn asessiorcan
communicatevia multicastor via a meshof unicastrelations,or a combina-
tion of these.SIPinvitationsusedto createsessiongarry sessiordescriptiors
which allow participantdo agreeon a setof compatibé mediatypes.SIP sup-
portsusermobility by proxying andredirectingrequestdo the users current
location. Userscanregistertheir currentlocation. SIPis nottied to ary par

ticular conferencecontrol protocol. SIP is designedo be independenof the
lower-layer transportprotocol and can be extendedwith additionalcapabili-
ties? [23]

SIP Network Elements

Network elementsrequiredto supportSIP are shovn in Figure 2.1. The SIP RFC
[23] dictatesthata SIP sener canoperatein two functionalmodes:proxy or redirect. In
proxy mode,a sener actsasa liaison andforward receved messagetoward their desti-
nation. Redirectsenersdo not passmessagesn toward their final destination Instead,
they inform the calling termiral of the currentlocation of the calledterminal so the two
terminalscancontacteachotherdirectly. The Registrar/LocationSener (RLS) mustpro-
vide one basicfunction; a table mappingSIP URIs to an IP addresdor eachuser The
RLS functiorality canbe incorporatednto a SIP sener, but for enterprisdevel scenarios
it is notrecommendedSeparatinghe two devicesrequiresa directoryservicesuchasthe
LightweightDirectory AccessProtocol(LDAP) [69] or a multicast-basegrotacol [49] to
beusedfor queriesbetweertheSIPsenerandRLS. TheSIPRFCdoesnotdirectlyinclude
provisions for aMedia/SignalGatevay (MSG), but it is neededo connectheenterpriseéo
the PSTN. Thetranslationbetweerthe SIP or H.323 signalingfacilitiesandthe Signaling
System? (SS7)usedto control PSTNcalls arebeyondthe scopeof this work andreaders
shouldreferto [47, 48, 65]. The useragentsspecificéions statethatbothclientandsener
capabilitiesmustbeincludedin anendterminal. Thisis requiredbecaus¢heterminalmust

take ontherole of aclientwheninitiating a call andthatof a senerwhenreceving a call.
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M essage Routing

Thedesignof SIPallows acall to beroutedthroudh numerousenersbetweerendter-
minals. To ensurethatall requestaindresponsenessage®llow the correctpathatracking
mechanisms includedwith the protocol. TheVia headein boththerequesandresponse
messagess usedto trackthe SIPsenersthemessagdaspassedhrough.For requesines-
sagesachSIP sener mustaddits addresdo the endof the Via field. Thus,whenthe end
terminalrecevestherequesit hasthe exact paththe messageook with the sener closes
to it atthe endof thelist. The responsenessagegeneratedy the terminal will contain
a copy of the Via field with the lastentry removed. The terminalwill usethe addresst
removed from the endof the Via list asthe destinationfor the responsenessage When
a senerrecevesaresponsenessagét removesthelastentryin the Via field andusesit
asthe destinationaddresshe messagef the next hop. This processcontinuesuntil the
responsenessagearrivesat the original terminal with the Via field empty The ability to
tracktheapplicationtevel pathof themessagealsoallows SIP senersto detectioopsthat

theunderlying protocolsmaybe unavareof.

SIP Message Header Overview

The addresschemaeausedin SIPis similar to electronicmail. EachURI is comprised
of a nameand a hostor domainseparatedy an @ sign (hame@domainname@host
However, sincethereis thepossibilitythata SIPterminal will becallingaterminal attached
to the PSTN and not the Internetthe SIP URI hasan additionalform. To reachPSTN
terminals the URI containghe phonenumberandtheaddres®f the MSG to routethecall
through(phone-number@gatvay).

Thesix signalingmethodsancludedin the SIPRFCareoutlinedTable2.1.

In additionto therequesimethods SIP includesafixed setof responsenessagesThe
responseodesarebasedipontheonesusedin HTTP. Table2.2lists thesix categoriesand

a broaddescriptionof the cateyories. For a detaileddescriptionof individual responses,



Table2.1: SIPRequesMethods

INVITE Thisis the messagé¢hatinitiatesthe call. It includesinfor-

mationaboutthe calling party, call-ID, call sequenc&um-
ber, calledpartyandusuallyan SDPdescriptionof call pa-
rameters.lt canalsobe usedto modify the calls operating
statewhile thecall is taking place.

ACK The calling agentrespondswith ACK only to INVITE re-

questghathave beensuccessfullyacceptedvith a200code.
TheACK canalsocontainthe SDPdescriptiorof themedia
capabilityof the calledparty.

BYE A clientsendghis messagevhenacall is to bereleased.
OPTIONS | Thismessageés sentto querythecapabilitiesof acall agent.
CANCEL | If arequests in progresshis messagevill causeit to be
canceled. The CANCEL messaganustinclude the call-
ID, call sequencaumberandthesourceanddestinatiorthe
originalrequestontainedlt hasno effectonanestablished
call.

REGISTER| Clientsusethe REGISTERmethodto registerthe their ad-
dresswith a SIPsener.

referto theRFC[23].

Table2.2: SIPRespons€odeCategyories

1xx - Informational | Proceedingvith the executionof therequest.

2XxX - Succes The requestwas successfullyparsedand executedby the
calledparty
3xx - Redirection | Thecall needanoreprocessingeforeit canbedetermined
if it canbecompleted.
4xx - Requestailure | The requestcannotbe parsedby the sener or cannotbe
serviced.
5xx - Sener Failure | Therequesimaybevalid, but the sener cannotexecuteit.
6xx - GlobalFailure | Theuserrequestannotbe servicedoy ary sener.

An exampleINVITE requests shawv in Figure2.2. The secondpartof the requests

the SDPheademndwill bediscussedn thenext section.

2.2.2 Call Control Using Session Description Protocol

While SIP is usedto initiatea call, it doesnot includethe capabilityto configurethe

parametershat will govern the call including audioandvideo codecs. The SessiorDe-

12



INVITE sip:ghosal@cs.ucges.eduSIP/2.0
via: SIP/2.0/UDP192.1680.80:5062

from: sip:bergnolds@ece.ucdas.edu

to: sip:ghosal@s.ucdais.edu

call-ID: 8453265%0192.168.@0
CSeq:1INVITE

content-tye: applicatiorsdp
content-lengt: 250

v=0

o=bergnolds845326%2 84532652N 1P4192.168.0.8
s=FeedbacknM.S. Thesis

c=IN1P4192.168.0.80
e=bergnolds@ece.ucdés.edu

t=287339496 2873404696

m=audio4657RTP/AVP 0

Figure2.2: SampleSIPINVITE Message

scription Protocol(SDP)[22] is usedto describea multimediasession.The SDP header
senesthreepurposesthetype of informationto be exchangedaudio,videoor both), how
the sendershouldencodethe information andwhereto sendthe information. For unicast
callsthesenderof the SDPdescriptionis requestinghattherecever usethe configuration
specifiedin the descriptionbut for multicastcallsthe SDP messagéndicatesthe configu-
rationthesendemill useto transmit.

A sampleSDPdescriptions includedat the bottomof Figure2.2. Many fieldsdefined
by the RFCarenotincludedin this basicexample. The RFC[22] containsa completelist
of fields andtheir full definitions. The following list providesa brief descriptionof the

fieldsusedin the examplein Figure2.2.

e Vv = protocolversion(only version0 hasbeendefinedby the RFC)
e 0 = originatorof the sessiorandsessioridentifier
e S=sessiomame

e C = connectiordata

13
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e e=emailaddres®f originator
e t =time sessioris actve

¢ m = mediaannouncemenncluding mediatype, destinationport numbey transport
level applicationandmediaformat(codec)

2.2.3 Media Transport Using Real-Time Protocol

With the call setupcompletethe transmissiorof mediais doneusingthe Real-Time
Protocol(RTP) [50]. RTP consistsof two parts; RTP itself for transmiting the dataand
RTCR Real-Time ControlProtocol for real-time channekontrolandquality of service.To
achieve ascloseto real-timedeliver aspossibleRTP runsover the UDP but is capableof
usingary transportayer protocol. The RTP streamausethe destinatiornportsincludedin
the SDPheadeiof thecall. RTP alwaysusesanevennumberegortandthecorresponding
RTCP streamusesthe next odd numberedport. Unlike SIP and SDR RTP is a binary

protocol.Figure2.3 shavs the completelayoutof a RTP paclet.

2.2.4 SIP Call Models

The SIP protacol definesfour basiccall models. Thedirectcall modelshavn in Figure
2.4is themostsimplistic of the four models.It represents directcall betweertwo termi-
nalswithouttheinvolvementof a SIPsener. Thefirst stepis to setupa TCP connectiorfor
thecontrolstreamof the call. Usingthe TCP connectionthecalling terminalsendsanIN-
VITE requesdirectly to the calledterminal. This resultsin the calledterminalgenerating
several responseso inform the calling terminal of the statusof the call; trying andring-
ing. A successesponses sentafterthe calledterminalanswersA final acknaviedgment
from the calling terminalcompleteghe call setup. As well a establishinghe call, these
initial request-responsmessagesonfigurenow the mediaflows will operateusing SDR
Upon call setupcompletion the mediaflow usingRTP begins. At the endof the call, the

terminalsexchangeBYE messageandcloseall openconnections.
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Figure2.3: RTP Packet Layout

Theredirectcall modelcloselyresembleghe direct call modelwith the exceptionof
theinitial messagesequenceAs Figure2.5 shavs, the calling terminalsendsan INVITE
requestto the redirectsener to obtainthe currentaddressof the otherterminal Upon
receving the currentaddressanothedNVITE requesis sent.After this, the call proceeds
asin thedirectmodel.

The proxy call modelin Figure2.6 canbe viewed astwo directcalls bridgedtogether
Eachterminalcommunicatesvith oneor moreintermediatgroxy seners. Theendtermi-
nalscreateT CP connectionswith the proxy. The proxy thenforwardsmessagebetween
the two terminals. The RTP mediastreamsdo not passthroughthe proxy, but are sent
directly betweerthetwo endterminals.

ThePSTNcall modeldiffersfrom the othersin oneregard: the call spansdoththedata
network andthe PSTN.Figure 2.7 shavs how the MSG translateghe variousmessages

betweenthe two networks. The sequencef messagefollows very closelyto the proxy
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Figure2.7: SIPPSTNCall Model

call model.

In additionto the basiccall models SIPis alsocapableof providing multiparty confer
ences.SIP allows conferencecallsto be constructedvia threedifferentmodes: network-
level multicast,dedicatedoridges(alsoknown as multipoint control units) or a full-mesh
of unicastconnections Eachmodefits certainconferencesettingsbetterthanothers. For
large conferencesulticastor bridgesaremorefunction, but for three-way calling or small
groupsa full-meshof unicastconnectiongs a more approprate configuration. For addi-

tional information on the conferencecalling capabilitiesof SIPreferto [54, 55].
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Chapter 3

STEM - Secure Telephony Enabled
Middlebox

To securelyprovide IP telepholy serviceswithin anenterprisesecuritymustbe a ma-
jor consideratiorfrom the beginning. This chapterfirst outlineswork thathasbeendone
to addresghe middleboxbox issue. However, aswas showvn in the previous chaptey IP
telephory is a very complec application. Therefore the entire network architecturemust
be consideredf theserviceis to be deplogyed securely This chapterintroducesthe Secure
Telephory EnabledMiddlebox (STEM) architecture.The STEM architectureprovidesa
solid foundaton to securelydeploy IP telephoty andotherdynamicapplicationswithin an
enterpriseervironment.While a STEM enabledcenterprisenetwork differsfrom traditional
enterprisanetwork andbasiclP telepholy networks, it doesnotrequireary modificationto
theIP telepholy protocolsstack.

Theremaindeiof the chaptens comprisedf four sectiondiscussinglifferentaspects
of the STEM architecture.Thefirst sectioncoversthe requirednetwork componentand
their functionalties with respectto the SIP protocol. (Note: the H.323 protacol works
very similarly.) Next, the protocolsusedin communicatiorbetweenthe componerg are

outlined. It is important that the IP telepholy protocolscreatedby the IETF and ITU



operatenormally within a STEM network. The third sectionexaminesin detaila number
of call setupscenarios.The final sectiondiscussesomework that wasdoneto createa

prototype of the STEM architecture.

3.1 PreviousWork

Solutionshave beenpresentediuring the pasttwo yearsthatattemptto solve someof
the problemscauseddy deploying dynamicapplicationsn staticenvironments. All of the
solutionsmodify the middleboxeson the perimeterof anenterprises network, namelythe
firewall. Thissectionincludesanoverview of theprevioussolutiorsto thestaticmiddlebox
problem.Thereadershouldreferencehe citedworksif a detaileddescriptionof the work

is required.

3.1.1 Application Layer Proxies

A solutionpropasedin [33] by Jiri Kuthanexaminesthe creationof a protocolto allow
manipulaton of thefirewall configuratiorfrom anexternaldevice. In theirtopology Figure
3.1,anew devicewasaddedor handlingonly IP telephoty traffic [33]. Thisnew devicesits
adjacento thefirewall andall IP telephory controltraffic is routedthroughit insteadof the
firewall. ThelP telepholy proxy may berequiredto performnetwork addresgranslation
of thedatastreamsf theinternalnetwork usesprivateaddresses.

ThelP telepholy proxy andthefirewall commurncatevia a protocolcreatedoy Kuthan
called Firewall Control Protocol (FCP). FCP allows the proxy to instructthe firewall to
passonly the RTP pacletsassociateavith alP telephory call. The proxy extractsthe ports
thatwill beusedby the RTP streamsluringthe call setupandinstructsthefirewall to allow
theappropriateRTP streamsThe FCPmessageallow the proxy to specifythe exacttuple
thatwill matchthe mediastream.Thefine granularityof the streamspecificationss to to

ensurethatonly legitimatetraffic traversethefirewall.
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This solution off-loads the task of determinng the port numbersusedby the media
flow from the firewall. Additionally, by not incorpomting the proxy into the firewall, an
enterprises not dependenbn updatesby firewall vendorsto be ableto deploy IP tele-
phory. This solutionallows a large volume of calls to be handledwithout affecting the
performanceof thefirewall becausehe proxy handleghebulk of thework. However, the
FCP messagesan causea bottleneckin the system. With a large call volume, the over
headof addingandremoving the rulesvia a userspacedaemonon the firewall would be
significant. Therearealsomajorsecurityissuessurroundiig Kuthans solutionthatarenot
addressedHe doescommentthat a real world deploymentmustconsiderauthenticating
theFCPmessagewhendeplgying this solution in ahostilenetwork. Suggestionaregiven
to run FCPthroughanothemprotocolsuchasIPSec[63] or Transport_ayer Security(TLS)
[15]. A cautionarymessagéhat firewalls shouldcheckall FCP messageagainsta basic
setof accesontrolsbeforecommitting the changess alsoincluded.

A drawbackto this solutionis thatadditionaldevicesmustbe addedfor eachdynamic
applicationdeployed. This will ultimately reducethe overall protectionprovided by the
firewall becausearioustraffic will neverbeinspectedy it. In [33] it is assumedhateach

proxywill usetheir detailedknowledgeof theprotocolto ensurdhatonly legitimatetraffic
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passeshroughthem,but hedoesnotmake any assumptionaboutthesecurityof thesystem
the proxy resideson. Theseadditioral systemsarecompletelyexposedto the Internetand

couldbecomeadditionaltargetsfor attaclerstrying to gain accesgo theinternalnetwork.

3.1.2 Layered Firewall Architectures

A new internalarchitecturefor enterprisdirewalls was presentedn [43]. Within the
firewall are layersof abstractionare placedbetweenthe internal componentsas shovn
in Figure 3.2. Theselayers,called adaptationayers,exist betweenthe firewall, internal
operatingsystem,IP telephory parser and external components. The layers provide a
commonAPI betweeneachcomponent.This allows moduksto be interchangedvithout
ary inconsisteng assuminghe modules APIs areconsistent.

The adaptatiorayerbetweerthe IP telepholy parserandthe externalinterfaceallows
communicatnwith otherdevicesattachedo thenetwork. Thiscommunicatiorchannels
by externaldevicesto querythe operationof the firewall andto allow the behaioral mod-
ificationsto be maderemotely The specificsof the protocolto be usedarenot addressed
in [43] noris theissueof messagauthenticationBy allowing externaldevicesto modify
theinternalcomponent®f thefirewall, a potentialhostiletargetmight beableto causethe
firewall to operatan anundesirablenanner This firewall architectureallows enterprise¢o
uselP telephory, but thelack of authenticationrmechanismgnsurehatthis solutionneeds

additionalwork beforeit canbedeployed.

3.1.3 |ETF Initiatives

Academidnstitutionsarenotalonein investigating the problemof supportingdynamic
applicationghroughstaticdevices. The InternetEngineeringlak Forcehascreatedser-
eralworking groups(WG) to examinedifferentaspect®f this area.

The Midcom WG [24] wasformedto designa protocol similar to the Firewall Control
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Protocol (FCP) previously discussed.The WG haspublishedseveral preliminary docu-
mentsdescribingthe functioral requiremerg the protocol mustfulfill [57, 61, 5]. The
protocolis beingdesignedo allow it to be usedfor communicatio with a wide array of
network middleboes.

Thereareseveralworking groupsdedicatedo the protocolsusedby dynamicapplica-
tions. The SIP WG [26] and SIPPINGWG [25] aretasked with the creation,extension
andmaintenancef the SIP protocol[46, 44, 30, 38]. The MMusic WG hasa similar re-
sponsibility for the SDP protocol[22, 52]. Finally, the RTP protocolis assignedo the
Audio/Visualworking group[50, 7].

3.2 Architecture Components

In designingheSTEMarchitecturepneoverallgoalwasto leveragesxisting enterprse

infrastructwe. The STEM network layout closely mirrors a typical corverged enterprse
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network structure.Figure 3.3 is anexampleof a STEM enabledenterprisenetwork. The
enterprisenetwork is partitioned into two sections,the internal LAN andthe DMZ, in
additionto beingconnectedo theInternetandPSTN.

A comparisorof Figures2.1 and 3.3 shavs thatnew componentsarerequiredby the
STEM architecture. However, several of the componentswvithin the STEM architecture
include enhancedunctionalty andfeaturesnot foundin traditional cornverged networks.
The remainderof this sectiondiscusseshe operationof the new componentandthe en-

hancementmadeto the existing components.

3.2.1 Security Manager

Theoverall securityin STEM enabledenterprisds centrallymanagedy the Security
Manager(SM). While the SM operatesstheoverseenof all operationsithin thenetwork,
it is not a physical entity. The functioral units of the SM areincorpomtedinto different
network elements.The SM entity shavn in Figure3.3 simply functionsasa centralportal
into thedistributedcomponerg. Thefour functioral unitsof the SM area) URI mappings,
b) URI preferences;) SFAM lists, andd) userauthentication.

Eachenduseror termiral will have a unique SIP URI. Within the proposedP tele-

phory protocok, the URIs arenotboundto eithermachineaddressesr physicallocations.



Theimplicationof thisis thatemployeesmayroamwithin anenterpriseandbeableto re-
ceive callsto asingleURI. Thereforeamappingbetweerthe URI andthenetwork address
of the machinethe employeeis currentlyat is very important. The SecurityManageris
responsibldor maintainingthe databaseorrelatirg useraddresseéSIP URIS) to network
addresseélP addresses)Both IP telephory protocolsinclude provisions for this type of
functionalty. In SIP, the Registrar/ LocationSener (RLS) is responsibldor this. In addi-
tion to the basicURI to IP mapping information mustalsobe includedthatdeterminesf
theemployeeis connectedo theenterprisdocally or remotely In thecaseof anemplo/ee
connectingemotely all incomingcallsmustbefirst routedthroughtheenterprises Virtual
PrivateNetwork (VPN) concentratar

In additionto providing the URI mapping,the RLS is alsoresponsibldor the second
functionalunit of the SM: the URI preferencesEachURI hasa setof preferencesssoci-
atedwith it. Thisincludesbutis notlimited to: automaticallyaccepnew calls,forwarding
callsto anotheruseror service(e.g. voice mail), automaticallydroppingcalls or querying
theuserwhenacall arrives. Theconfigurationof thesepreferencesgeterminesiow the SIP
Proxywill routeincoming callsfrom boththelnternetandthe PSTN.

Thethird componenbf the SM is the Spamaddresdists. This consistof two different
list types. Oneis an enterprisewide list that resideson the SIP Proxy. Any incoming
call from an addresson this list is automaticallyrejected. The severity of this is large
enoughthatthelist shouldonly be utilized in extremecasesandafterall otheravenueof
resolutionhave beenexhausted.The secondist type is kepton a per URI basis. Again,
this informationis storedby the RLS. Eachemployeeis ableto managetheir own list of
offendingaddressedJponreceptionof anew incomingcall, the SIP Proxy querieshelist
storedontheRLS.

The final elementof the SM is a userauthenticatiorenforcemenmechanism. This
is implemenéd in both the SIP Proxy andthe Media/SignalGatevay (MSG). To ensure

thatonly legitimate usersareallowed to make outgoing calls, both the SIP Proxy andthe



¢ ¢ To
Security

Protocol Pattern External Manager

Flow Monitor 4—p Parsers |4—P Matcher €—P Interface |G

v v v v

Operating System

Figure3.4: InternalLayoutof STEM Firewall

MSG require usersto be authenticatedAlmost all enterprisehiave anexisting centralized
authenticationnfrastructue, therefoe, the SIPProxyandMSG simply requesthecreden-
tials provided to the endusersby the existing infrastructwe. This caninclude,but is not

limitedto: active directory Kerbero432], andRadiug[42].

3.2.2 Firewall

The firewalls within the STEM architecturfill an equallyimportant asthe Security
Manager They ensurethattraffic flows follow a specificpathandprovide boundariese-
tweenthe differentnetwork segments.To accomplistthis goal, the functional behaior of
the firewalls in the STEM architectureare muchdifferentthantraditional firewalls. The
firewalls arecapableof parsingtraffic from dynamicapplicationsaswell asproviding tra-
ditional staticfiltering.

Theinternaldesignof thefirewalls in the STEM architecturds anenhancemenipon
existingdynamicdesigns.Thebasicinternallayoutwasadoptedrom [43]. Theinteraction
of thediscretanternalcomponentss shavnin Figure3.4. By designingeachcomponenas
a self-containeckntity, it is possibleto dynamicallyload andunloadthemwithout impact-
ing the otherfunctionsof the device. Eachclassof componenthiare a commoninterface

to allow themto easilybeinterchange@dndupgraded.



e Protocol Parser The mostimportant block in the firewall architectureis the Proto-
col Parser This componenis comprisedof multiple parsers.Eachparseris designedo
understandhe operationof a singlecomple protocol

The SIP parserincludesa call monitor componenthatis responsibldor ensuringthat
eachcall follows the protocol specifiedstatetransitions. The dynamicport numbersare
extractedfrom thecall setupandpassedo the PatternMatcherwhich opengheappropriate
pinholes.Thereis the possibility of two calls selectingthe sameport numbers.Therefore,
the SIP parsermustmonitor both the port andinternal IP addressaassociatedvith a data
stream.It will instructthe PatternMatcherto completelyclosea portonly afterall streams
have terminated. Additionally, the parseralso extractsthe mediacodecsadwertisedby
the terminalsduring call setup. This information is passedo the Flow Monitor to detect

maliciousstreams.

e Flow Monitor The Flow Monitor is designedto handlemalicious datastreams. It

monitars the datarateof the call streamsandif they exceedthethresholdsetby the band-
width requirenentsadvertisedduringthe call setupthefirewall canrespond.Thetriggered
responseanbe setby the individual network administratos and could includedropping

pacletsof the malicious streamor applyingatraffic throtling algorithm

e Pattern Matcher The PatternMatcheris the mostbasiccomponentn thefirewall and
all pacletfilter firewalls includethis componentIt allows configurationof staticrule-sets
using machineaddressedyansportprotocok, and port numberspecificdions [59]. Each

rule-sethasanactionassignedo it thatis executedwhentheruleis triggered.

e External Interface TheExternalinterfacecomponenallows thefirewall to communt
catewith otherdevices. It is responsibldor parsingincomingmessagefrom othercom-

ponentsandgeneratingappropriateesponsenessages.
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3.2.3 Media/Signal Gateway, SIP Proxy & SIP Registrar

All threeof thesecomponerg have beenmodifiedslightly from their default behavior
in acornvergednetwork. The Media/SignalGatavay is theleastmodifiedcomponentThe
only modificationss the validationengineusedto allow outgoingcallsto be completed.

The SIP Proxy hasbeenmodifiedto querythe Registrar/LocationSener for multiple
piecesof information including the IP addresghe called URI is currently registeredat
andhow to directthecall or if it shouldberejected.It alsomustbe ableto validateuser
credentialsvhenanoutgoingcall is placed.

TheRLS now muststoretheadditionalinformaton outlinedpreviously aswell asallow
usersto make modificationsto this information. To ensurethatuserscanonly manipulate

their own information,the RLS mustalsoincludetheability to validateusercredentials.

3.3 Inter-Device Communication

Therearenumerousommunicatio sessionsequiredto have aSTEM network operate
smoothly However, a large numberof thosecanbe handledby protocolsalreadybeing
usedwithin the network. All of the userauthentications handledvia the pre-&isting
infrastructuwe. The queriesbetweerthe SIP ProxyandRLS canbedoneusinga structured
databaséanguagesuchasSQL or viaservicesuchasLDAP. ThepreferencandSpamlist
configurationsessiondetweertheendusersandRLS canbedoneusingthe SIP protocol.

Theonly communicatio sessionshatrequireanew protocolarethosebetweerthe Se-
curity Managerconsoleandthefirewalls. A configurationprotocolto allow a middleboxes
internalstateto be modified remotelyis currentlyunderdevelopmenty the IETF Midcom
Working Group.A final versionhasnotbeenreleaseet, but a protacol requirenents[60]
andarchitecturaframevork [56] have beenreleasedietailingthe overall functionality of

thefinal protocol
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3.4 Example Call Scenarios

Thetopology of a convergednetwork andthe flexibility of the IP telepholy protocols
resultsin alarge numberof call setupscenariosThereforethis sectiononly addressethe
morecommontypesof callswithin anenterprisesetting. Thesescenarioganbepartitioned
into four categyories:Incoming Net-to-Net,OutgoingNet-to-Net, PSTN-to-NetandNet-to-

PSTN.For acomprehense listing of call scenariopleasereferto [30].

3.4.1 Incoming Net-to-Net Calls

All incomingNet-to-Netcallsfollow the samecall setup.Theexternalcalling terminal
initiatesa TCP connectiorto port 5060 of the destinatiorterminal. Whentheinitial TCP
SYN paclet arrives at the externalfirewall, the SIP ProtocolParseridentifiesit asa new
call. Theparserroutesthe SYN paclet to the enterprises SIP Proxy regardlessof the IP
addresghe pacletwasinitially destinedor.

The SIP Proxycompleteghe TCP handsha&with the calling terminal. This TCP con-
nectionwill beusedto transmitall of thecall setupinformation. Thecallingterminalsends
a SIPINVITE requestover the TCP connectionto the proxy. Whenthe INVITE passes
throughthe externalfirewall, the ProtocolParserextractsthe portsthe calling terminalwill
useto transmittheir mediastreamwhenthe call begins. The SIP Proxy querieshe RLS to
determinehow to handlethe new call requestlf therequesis acceptedthe RLS provides
the SIP ProxytheP addresgherequesis to be sentto.

BeforetheINVITE canbeforwardedto the calledterminal,a TCP connectiormustbe
establishedetweerthe proxy andcalledterminal. After the call requeshasbeenrelayed
to the called terminal, the proxy actsas a bridge betweenthe two control channelTCP
connections.

In thecasewherethecalledterminalacceptshecalls,Figure3.5a,the SIPOK response

ISIPsenerslistenon thewell-known port 5080 asspecifia in the RFC [46].
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will containthe SDPfields specifyingthe portsthe calledterminal will usedto transmit
their mediastream. This information will be extractedby the ProtocolParsersin both
firewalls and the appropriatepinholeswill be opened. This messageoncludesthe call

setupphaseandthetwo terminalsbegin exchangingRTP mediastreamslirectly.

If the calledterminaldoesnot acceptthe call or is busy, Figure3.5b,the BusyHere or
Tempoarily Unavailabk responsevill be generatedby the calledterminal The Protocol
Parserswill remove a call from their watch tablesafter seeingthis responsébecauseno
additionalcall traffic exists.

It is alsopossiblefor the calleduserto not be connectedo the enterpriseLAN locally.
A usermustinform the RLS if they aretunneledinto the enterprisenetwork via a VPN or
someothermeans.Whenanincomingcall arrivesat the proxy for a userconnectedvia
a VPN, the call is typically routedto eitherthe VPN concentratoor the calledterminals
HomeAgent[37]. Figure3.6cshavs anexamplewherea call is routedthroughthe Home

Agentof anemployeeusingMobile IP.
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3.4.2 Outgoing Net-to-Net Calls

The structureof outgoirng Net-to-Netcalls follow a format similar to incoming calls.
All calls mustbe routedthroughthe SIP Proxy locatedin the DMZ. To enforcethis, the
two firewalls have staticfiltersin placeto only allow SiPtraffic from 1) theinternalnetwork
to the Proxy and2) the Proxy to the Internet. Thefilters, coupledwith the authentication
requiredto make outgong phonecalls,ensurehatunauthoizedusersarenot ableto make
callsto theterminalson the Internet.

After establishinghe TCP connectionwith the proxy and authenticatingthe calling
terminalsendgheinitial INVITE requestThemessagd@ow afterthisis influencedby the
call beingacceptedr rejected.Figure 3.7ashavs an examplewherethe call is accepted
while Figure 3.7b shavs what happensvhenthe calledterminaldoesnot answerandthe
call is canceledAs in the caseof incomingcalls,thefirewalls do not openthe pinholesfor

acall until the call acceptancenessagés sent.

3.4.3 PSTN-to-Net Calls

To allow callsto be placedbetweenPSTN terminalsandterminalson an IP network,
eachterminal in the IP network mustbe assignedinaddresgshatis capableof beingspec-
ified by terminals attachedto the PSTN, e.g., a phonenumber(or E.164 number). To
allow E.164numbergo beassignedo IP terminals,the DNS servicewithin the enterprse
mustincludethe ENUM extension[17]. Theresultof this global namingschemaes that
PSTNterminalsareunavarethey arecommuricatingwith terminalon a differentnetwork.
Thetranslatiorbetweerthetwo network protocolstackss performedoy the Media/Signal
Gatevay.

Figure3.8ashavsthemessagsequenceequiredio connectaterminalonthe PSTNto
oneon anenterprisenetwork. The SS7network routesthe dialednumberto the enterprse

MSG?. A voice portonthegatavay is allocatedfor theincomingcall. The MSG translates

2Detailsof SS7routingarebeyondthe scopeof this work, referto [47].
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the E.164numberto an IP addresausing ENUM. After the destinationaddresshasbeen
resoled, the gatavay establishes IP telephowy (e.g., SIP) connectionwith the called
terminal. In this scenariothe calledterminalacceptghe call andthe messagés relayed
throughthe gatevay backto the calling terminal. Whenthecall terminatestheappropriate
tear down messagesre transmitted,the circuits are released and the voice port in the
gatavay s freed.

It is alsovery possibleif therearea large numberof crossnetwork calls, thatwhena
new call reachegshe MSG thereareno availablevoice ports. Whenthis happensa busy

messagés returnecdto the calling terminal asshovn in Figure3.8h

3.4.4 Net-to-PSTN Calls

Calls originatingfrom the enterprises LAN for terminalson the PSTNarestructured
in a similar mannerto thosedestinedfor terminals on the Internet. Insteadof usingthe
SIP Proxy as a bridge betweentwo TCP connectionsthe MSG is used. The usermust
first authenticat¢o the MSG beforesendingan INVITE requestandhaving a voice port
allocated.For calls destinedfor the PSTN,the URI within the INVITE requestmustuse
thealternatdorm. ThedestinatiorterminalsE.164numberis usedastheuserfield andthe
MSG’s IP addresss the hostfield whenconstructinghe URI.

The MSG translateghe INVITE messagénto the SS7IAM messageThelAM mes-
sageis routedvia the SS7 signaling interconnectdo the TerminatingLocal Exchange
(TLE). For succestul calls, suchasthe oneshown in Figure3.9a,the TLE alertsthe end
terminalandthe call continues.

For calls wherethe called PSTN terminalis busy the TLE returnsa Releasg REL)
messagevith thebusyflagset.Figure3.9bshavsthattheMSGtranslatesheREL message

into a SIPBusyHere responseavhich is returnedo the calling termiral.
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3.5 Implementing a Prototype of STEM

A rapid prototype implementationof the STEM architecturevasattempted.The var
ious componentsvereto be built upona modifiedversionof the Linux operatingsystem
[2]. However, it wasdiscoveredaswork progressedihat the currentstateandfacilities
provided by the 2.4 serieskernelwas not sufficient. This sectiondiscusseshe approach

thatwasadoptedo implementSTEM.

3.5.1 Buildinga Dynamic Firewall

The implemenation of the dynamicfirewall neededn the STEM architecturevasthe
biggestchallenge.The 2.4 seriesLinux kernelincorpoatesthe Netfilter firewalling sub-
system[3]. As shavn in Figure3.10,thereare several kernelhookswithin Netfilter that
allow modulesto gain accesgo pacletsat differentprocessingtages.In additionto pro-
viding well definedpointsin the routing paths,the framework alsoallows for the creation
of ProtocolHelpermodulesto allow the subsystento parsecomplex protocols.Thesetwo
properteswerethedecidingfactorsto useLinux asthebaseor implementng ourdynamic
firewalls.

The staticfilter capabilitiesarewell definedandimplementedn the existing Netfilter
codeaswell asthe ability to do statefultrackingof connections EachProtocolParserin
the new dynamicfirewall could be written asa ProtocolHelpermoduleanddynamically
loadedand unloadedwithin the firewall asneeded.Becausehis wasonly goingto be a
prototype,only a SIP ProtocolParserwasto be built.

The Flow Monitor componenin the new firewall was designedo be built uponthe

Traffic Control (TC) framework availablein the 2.4 serieskernels.
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SIP Protocol Par ser

Incoming Connection Mangling All incomingSIP callsto theenterpriseareroutedto a
centralSIPsener. ThisrequiresthelP addresgo be modifiedfor all SIPtraffic. The Des-
tinationNetwork AddressTranslationDNAT) hookin Netfilter allows amoduleto change
the destinationlP addresof anincomingpaclet. By creatinga tuple andmaskto match
ary incomingtraffic to port 5060, all incomingcalls andrelatedcall control information
canbere-routedto ary destination.The SourceNAT (SNAT) hookallows the reverseop-
erationto be done. This allows the externalhoststo believe they aretaking directly with
the calledhostbut areactuallybeingrelayedthroughthe proxy.

TheRTP streamsarenotproxiedthroughthecentralsener, but areconstructedetween
thetwo endterminalsdirectly andthereforejt is not necessaryo manglethe IP addresof

the paclets. (Note: seesectionon NAT for specialcase).

Tracking SIP Call Control Flows The SIP protocolprovidesa call control framework
to setupandmanipulatdP telepholy calls. It canoperateover ary transportayerprotocol,

but mostimplementationsiseeitherUDP or TCP. Eachendterminalmustprovide botha
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clientinterfaceanda sener interface. Therefore unlike mosttransportievel connections,
two uni-directionalstreamsareassociatedvith eachcall control. This situationis further
complicatedbecausesomesoft-phonemplenmentationssendeachcontrol messagever a
differentsoclet. As aresult,alarge numberof datastreamsarelogically linkedto a single
call.

The connectiortrackingcapabilityof Netfilter allows for helpermoduksto bewritten
for protocok which do not operatein a standardashion. However, the currentdesignof
the connectiortrackingelementdoesnot handlemultiple relatedstreamseasily Addition-
ally, becauseeachstreamonly hastraffic flowing in onedirection,it becomedifficult to

associatehe differentstreamswith a singlelogical connection.

Ensuring Validity of Control Message Content Theability to addintelligenceto afire-
wall is a big improvement. However, to ensurehatthetraffic is legitimaterequiresalarge
amountof expensve contentchecking. A connectiontracking helpermodulecaneasily
includebasicsanity checksfor differentprotocols. For the SIP helper it is easyto verify
that the first line of the messageonformsto the protocol specifications.However, any
checkingbeyondthataddsa greatdealmorecompleity. SIP allows for hostnamedo be
usedwithin the protocolmessageaswell asIP addresseddowever, theuseof hosthnames
createsignificantproblems.Thereis currentlynoway to resohe a DNS namefrom within
theLinux kernel.To verify thatanembeddediomainnameis legitimatewould requirethe
kernelto interactwith someform of asynchronou®NS resoler operatingin userspace.
Implemening theresolher andverifying thatthe kernelwould not block while the nameis
beingresohedis a difficult task.

The SIP call signalingis very comple<. The smallnumberof requesimessagerimi-
tivesmeanghatthey areusedin numeroudifferentmannerdo provide the featuresSIP
offers. The INVITE requesttanbe usedfor initiating a call, placinga call on hold, three

way calling or multi-party conferencecalls. Therefore ensuringthateachmessagés syn-
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tactically correctandlogically valid is very difficult. The finite statediagramfor all call
messagdlows is very large. Incorpoiating in a helpermodule the capabilityto parsethe
entire SIP messagandalsomaintainng statefor a large volume of callswould requirea

hugeamountof processingower.

MultipleINVITEsper Call TheSIPcallmodelallowsfor multiple INVITE message®

begeneratedor eachcall ses®on. Featuresuchascall hold, call forwardandcall parkare

all implementedusingadditionalINVITE messagewith differentheaderconfigurations.

The useof multiple INVITE messagess alsoa techniqueto performa denial of service
(DoS) on anendterminal. It canbe difficult to differentiatebetweenmultiple legitimate
INVITE messageanda DoS attack. Chapter5 fully addressethe issueof detectingand

respondingo DoSattacksin the STEM architecture.

Incorporating NAT Functionality At thelP layer, providing Network AddressTransla-
tion (NAT) functionality is not difficult. However, doingthe sameat the applicationlayer
is not straightforward. If the enterprises internalnetwork usesprivateaddressesll com-
municationwith external partiesmustutilize network addresdranslation. Thereare two
significantproblens with providing NAT for SIP

First, the variablenatureof the headerfields makesit hardto determinewhatis and
is not applicablefor beingNATed. Assumingthe parsercould guarante¢hatall fieldsare
detectedasecongroblempresentdtself. CertainfieldscaneitheruselP addressesf DNS
namedo specifyhosts.If private DNS namesare utilized,they mustfirst beresohedinto
IP addressebeforeNAT canoccur As mentinedearlier it is currentlynot possibleto do
addressesolutionfrom within kernelspace Usingthe asynchronousesoher workaround
introducesa numberof timing issues.

Anotherissuerelatedto NAT is encounteredvith the RTP streams.Two consecutie
ports are requiredfor eachRTP sessionfor the control and datastreams. The existing

NAT behaior doesnot guaranteehat after the ports have beenNATed they will still be
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consecutie. The currentNetfilter framavork doesnot include a reseration schemeto

ensurehatafterbeingNATed,the portsarestill consecutie.

Dynamically Adding and Removing Pinholes TheNetfilterframewnork providesseveral
userspacetools to allow the staticfilter setsto be manipulated. However, doing these
manipulatonsfrom othersectionof kernelspaces not permited. Therefore ,addingand
removing the pinholesrequiredto allow the multiple data streamsfor eachcall would
requirethe kernellevel ProtocolParserto invoke a userspaceapplicationeachtime. The
overheadof transferrig informationbetweeruserandkernelspaceaswell astheloading
andexecutionof a userspaceapplicationwould dramaticallyreducethe performanceof

thefirewall.

Does Packet Encryption Break Everything? All of the problemsdiscussedhus far
have beenrelatedto implementatn detailsof the ProtocolParser SIP allows for almost
all of the paclet contentsto be encryptedincluding mary of the headerfields. The only
fieldsthatmustremainin cleartext arethoseusedto routethe controlmessagéo the next
hop. This meanghe entireSDPheadercanbe encryptedncludingthe portsto be usedby
the RTP streams.Requiringthe firewall to decrypteachSIP messagaddsa tremendous
amountof overheadn additionto the cryptogphicproblens of key distribution andtrust.
Thereare several potentialworkaround to the problemincluding usingencapsulatioror

redundanheaderdut thesearenot true solutionsto the problem.

Performance & Scalability

TheProtocolParserseedto behighly efficient piecesof code.However, incorporatng
mary of theworkaroundsindfixespreviously discussedesultin codethatis anything but
that. Themodificationof thestaticfiltersfrom userspaces aslow andexpensve operation.
In addition,if someform of aggreyation of rulesis notdone therule setswill grow linearly

with the numberof callsandsystemdegradationwill occurat high call volumes.



The Flow Monitor mustoperatein real-time,which is a very dauntingtask given the
amountof traffic it mustanalyze.Therefore someform of packet samplingmustbe em-
ployed. The perfomanceof the monitor will greatlydependon the speedandaccurag of

thesamplingalgorithm.

3.5.2 Incorporating the Security Manager

The Vovida OpenCommuncation Application Library (VOCAL) [4] was chosento
provide the SIP Proxy and Registrar/ Location Sener. The VOCAL suite provided an
opensourceimplementaion of both seners. The VOCAL sourceis well laid out and
commentedo allow extensiongo be easilyincorpoiated. The four functionalunits of the
SecurityManagerfit extremelywell into the existing codebase. The work on addingall
the extensionsecessaryo implementthe SM wasnot completedonceit wasdetermined

it wasnot possibleto build thefirewall.
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Chapter 4

Vulnerabilitiesin Converged Networks

Themorecomplicateda systembecomesthe morelikely therewill be flaws andvul-
nerabilitieswithin it. Corverged networks are no exceptions. In a standarddeployment,
alarge numberof potentialvulnerabilties exist. This chapterprovidesan enumeratiorof
severalmajorclasse®f vulnerabilties presenin alP telepholy enablechetwork andgives

severalpossibleattacksfor each.

4.1 Information Gathering

Thecollectionof informationcanbea very powerful tool. Oftentimesanattacler will
attemptto gain a large amountof information aboutnetwork topologys, device configu-
ration andtraffic behaior patternsbeforeattackinga target. The SIP protacol includes
several potentialavenuego allow attacksto gain valuableinformationabouta targetwith-
outintroducirg abnormabehaior into the system.

The SIPOPTIONSrequestllows anindividual to querythe capabilitiesandresources
availableon a remoteterminal beforeestablishinga call. In anattemptto discover a net-
work’s topology layout, the Max-Forward headerfield can be usedto determinehow
mary proxiestherearebetweertwo terminals.Thistechniquds similar to thatusedby the

tracerouteutility. A third techniquecanbe usedto blindly scanfor IP telephory enabled



terminals. An IP telephory terminalreceving a CANCEL requesffor a sessiorthatdoes
not exist will automaticallygeneratea TransactionDoesNot Existresponse By sending
CANCEL requestdo a large numberof hosts,an attacler can determne if they arelP

telephory terminalsor traditional computers.

4.2 Eavesdropping

Third party datacaptureis a seriousproblemin ary sharedhetwork. In convergednet-
works, it is potentiallyeasierfor anattacler to capturetheir desiredinformation. Without
preservingheintegrity of the controlmessagest is possiblefor athird partyto influence
the patha call follows. In addition, proxiescanbe addedto the route pathto ensureall
controlmessagearepassedhroughahostcontrolledby the attacler.

In additionto having the ability to re-routecalls, theinformation transmittecover tele-
phonecalls hasthe potentialto containvery valuableinformation. Utili tiesexist to decode
the RTP mediastreamsn real-time and play voice backasa wave file on a third parties
computerf41]. Additionally, eavesdroppng cancollectDual ToneMulti-Frequeng infor-
mationtransmited during the call including voice mail passwerds, calling cardnumbers,

bankaccountor creditcardnumbers.

4.3 Connection Hijacking

Thenext stepbeyondearesdroppng on callsis takingcontrolover thecall or hijacking
it. Sessiorhijackinghasbeendoneatthetransportlayerin the past. Using SIPit is pos-
sibleto performsessiorhijacking at the applicationlevel. An attacler who senddalsified
responsemessagesclude Moved Permanently Moved Tempoarily or Use Proxy to an
endterminalwill beableto redirectcallsto a differentterminalthanintended An attacler

could alsoissuea new INVITE requestwith a differentcall configurationor modify the



valuesof the SIP headerssthey arein routebetweerthetwo endpoints.

The control streamof a call is not the only part susceptibldo hijacking. An attacler
could generatea RTP mediastreamdestinedto a particularvictim and usethe Synchro-
nizationSource(SSRC)identifierof thetarget. By ensuringhe sequenc@umberandtime
stampsarehigherandnewerthanthetarget,thevictim will heartheattaclersmediastream

unknawingly.

4.4 Denial of Service

The final cateyory of attacksis the mostdestructve. Denial of service(DoS) attacks
have the ability to completelyremove the usefulnes®f a device. Almost every element
in anetwork aswell aseachlayer of the network stackcanbethevictim of a DoS attack.
This sectionwill focusonasmallsubsebf all possibleattacks.Thefour attacksdiscussed
are thoughtto be the mostdestructve flood basedDoS attacksin a corverged network.
Thefirst threefocuson attacksprimarily launchedrom the Internet while thefinal oneis

aPSTNbasedttack.

e TCP SYN Flood A possibleDoS targetis the network stackon the victim machine.
The TCP SYN flood is anattackwhich attemptgo overwhelmthevictims’ network stack
by sendinga hugenumberof TCP SYN pacletsto thevictim [11]. Doing this causeshe
victims computerto be unableto servicelegitimateincoming SYN pacletsandtherefore
serviceis deniedto thosetrying to connecto thevictim. This attackis mosteffective when
it is directedatamachinehatprovidesservicedo alargevolumeof clients. The SIPProxy

andwebsenerswithin anenterpriscDMZ arethemorelikely targets.

e SIP INVITE Flood Corverged networks add a level of tamgetsthat are not usually
consideredn traditional datanetworks: humans. A SIP INVITE flood is a DoS attack

againsta human. The attackis launchedby establishingmultiple TCP connectionswith
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anendterminalandthengeneratinga large numberof INVITE messagesEachINVITE
messagenust be dealtwith individually by the targetedhuman. Generatingenoughof
theserequeswill overwhelmthetargetandeitherconsumaeall of their time answeringhe
requestor they will simply ignorethe telepholy terminal and potentially misslegitimate
calls.

A variantto this is generatinga moderatenumberof requestgo a large numberof
targets. This will notresultin a DoS at the humanlevel, but ratherthe SIP Proxy could
becomeoverwhelmed. This hasthe potentialof causingthe proxy to drop or missrequest
andresponsemessagefrom existing calls. While the SIP protocol hasre-transmission

propertes,the call setuptime is greatlyincreasedf they areused.

e Malicious RTP Streams Thelink connectingthe enterprisenetwork andthe Internet
is anothempotentialtargetfor attack.By increasinghevolume of traffic beyondthe capac-
ity of thelink, the quality of servicefor all datatraffic is degraded. IP telephoiy allows

for anew type of bandwidthconsuminglood to be launched.The RTP pacletsthatcarry
the encodedvoice dataare typically very small but are generatedn large numbers. An

attacler usinga modified SIP soft-phonecould createunusuallylarge RTP paclets. The
extrainformationwithin the paclets,if constructegroperly would eitherbe discardecht
thereceving terminalor corvertedinto frequencieutsidethe audiblerange. The oper

ator of the receving terminalwould not even be awarethey areunderattack. If enough
RTP streamgyoing to a target network wereof this maliciousnature,it could saturatehe

enterprises Internetconnection.

e Voice Port Exhaustion A corvergednetwork alsoallows for new typesof DoSattacks
to be executedthatimpactboth the dataandphonenetworks. The Media/SignalGatevay

containgafinite numberof voiceports. Shouldall of theportsbeallocatednonew callscan



beinitiated betweerthe PSTNandthe enterprises LAN®. A new DoS attackexploits this
by attemptingto establisrand maintainenoughcalls betweernthe two networksto ensure
all othercall attemptsaredenied. This attackcancomefrom eitherthe internal LAN or
from the PSTNif enoughphonesaremarshaledWith thelimitedIP telephory deployment
today the needto commuricatewith PSTNterminalsis vital for any enterprisedeploying
IP telephory. Therefore from botha financialandproductvity impactperspectiesthisis

themostcostlyform of DoSattack.

1 This canhagpenduring normaloperatingcondtions if the numbe of voice portsto handlethe expected
outgdng call volumehasnot been correctlydeterming
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Chapter 5

Secure | P Telephony using Multi-layered

Protection Framework

To ensurghearchitectureutlinedin Chaptei3 is protectedamulti-layeredramework
mustbedeveloped.This chaptetbeginswith anoverview of relatedwork doneon handling
anddetectingdenialof serviceattacksn traditional dataandPSTNnetworks. A property
orientedvulnerability analysisfor IP telephory is given. To ensureresourceairnessfour
differenttypesof sensorgo detectandcontrol flood basedDoS attacksthat make up the
SecurdP Telephoty usingMulti- layeredProtection(STUMP) framenork areintroduced.

Thefinal sectiondiscussesomequantitatve resultsof onesensor

51 PreviousWork

Protectionagainst DoS/DDoSattackshasbeena populartopic in recentyears. The
trendhasbeento focusonintrusiondetectionfor DoS, attackresponsée.g.,reducingthe
impactof a DDoS attackinstance) and,sourcetracingandidentification. Sincethe scope
of thiswork is noton attacksourcetracing,only relatedworksin detectionrandrespons®f

DoSattackswill bedescribedere.
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Accurate efficient,andfastdetectiorof DoSattackinstancess thefirstandcritical step
in successfullydefendingthe target systemsagainstvariousforms of DoS attacks.Wang
etal [67] introduceda simplistic,yet powerful, algorithm thatexploits the normalbehaior
of TCP traffic to detectthe presencef a SYN flood attack. Their algorithmwasusedas
a basisfor the algorithnms presentedn this work. Also, in [35], the methodof EWMA
(ExponentiallyWeightedMoving Average)s usedto detectDoS attacksagainstQoSin a
DiffServnetworking ervironment.

Yauetal [68] developeda schemeo includethrottleson the network routesthatusea
leaky-bucket approachto reducethe incomingrate of traffic to targetedseners. Another
approacho counteringDoSattacksatthenetwork infrastructue is theuseof Pushbacland
AggregateCongestiorContrd [36, 19, 28]. Thework on DoSattackss alsonotlimited to
only IP basedhetworks. In [10], the authorsexaminemediastimulatedfocusedoverloads
in thePSTN.

Someexisting solutions have beendevelopedto handlespecific DoS attackson the
targetedterminals suchas TCP synflood. For instance both SYN cookies[9] and SYN
cachd34] areextensiondo thenetwork protocolstackin anattemptto reducetheresource
consumptiorof eachincomingSYN paclet.

Yetanothempproacto reducingtheimpactof a DoSattackis from aquality of service
(QoS)point of view. By limiting theamountof resourcegachtype or aggreateof traffic
canconsumethe extentof a DoS attackcanbe severelylimited. In [20], Galg andReddy
presenta prototype systemcapableof enforcingQoSrestrictionson variousresourcesn-

cludingnetwork bandwidth protocolstatememorybuffersandCPU cycles.
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5.2 Property-Oriented Vulnerability Analysisfor IP Tele-
phony

To protecta complex network system,suchasan|P telepholy enabledenterprisenet-
work, thefirst stepis to comprehensely analyzethe potentialsecurityvulnerabilites. We
classify possibleattacksaccordingto the securityproperties(or requirements)that these
attacksaretrying to violate. For IP telephory, thethreemaindesirablesecurityproperties
are: a) accesgontrolto usethe IP telephory service,b) integrity andauthenticityof the
IP telephory signalingmessagesandc) resourceavailability andfairnessn providing IP
telephory service. Otherpropertes suchasconfidentialityand accountability dueto the
spacdimitation,areoutof thescopeof this paper This sectioncontainsa brief explanation
of eachof the propertes,andillustrate possibleattackscenariosagainsttheseproperties.

We will alsodescribevariousmechanismso mitigate theseattacks.

5.2.1 AccessControl to UsethelP Telephony Services

With the deployment of wirelessnetworks within enterprisesthe probabilty that an
unauthorzeduserwill beableto connecto theinternalLAN hasgreatlyincreasedThere-
fore, it is entirely feasibleto assumehat an attacler will be ableto make telephoty calls
onceattachedo the network by ary medium.To ensurehatthis is not possible all outgo-
ing callsmustbe madeby authenticatedisers.Most enterpriseiave someform of central
authenticatiorsenerin theirorganizationsuchasactive directory Kerberog32], or Radius
[42]. To preventunauthorzedoutgoingcalls,deviceswithin the controlpathmustbeable

to querytheauthenticatiorsener to ensureheidentity of the caller.
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5.2.2 Integrity and Authenticity of the IP Telephony Signaling M es-
sages

Signalingmessages a IP telephoty systemshouldNOT betamperedandrepudiated
in ary way, and violating this integrity and authenticiy propertywill causepotentialy
seriousservicedisrupton. For instanceanattacler canmaliciouslyimpersonatethersto
sendSIP CANCEL requesimessagew dropall incoming callsto a particulartermiral or
to cancelall outgoingcalls madeby anindividual. Anothertechniqueis to senda BYE
requesimessag¢o all theterminalsinvolvedin analreadyestablishedall. Thisresultsin
thecall beingdroppedandtheterminalshaving to reestablisht. A third type of attackson
signalingmessages causedy anattacler generatingllegitimate SIPresponsenessages
informing the calling terminalthatthe calledaddresss no longeravailable.

Yet anotherclassof attackis basedon call redirection By injecting malicious SIP
responsenessagemto anexisting call controlstreamanattacler canalterthe senersthe
control streamis routedthrough. If desiredthey canforce the call to be routedthrough
a compromsedproxy. Otherresponsesanbe generatedo causethe calling terminal to
believe the calledparty haseitherchangedocationsor addressAn attacler re-registerng
with a Registrar/LocatiorSener by sendinga SIPREGISTERrequestvith anewv URI for
the target party is anotherattackin this class. Theresultis thatall future incomingcalls
will beroutedto thenew URI allowing the attacler to impersonat¢hetarget.

All theabove examplesarerelatedto maliciously modify or insertsignalingmessages,
while the attacler canbe eitheraninsideror anoutsider Only beingconcernedboutout-
siderattacksallows simplesymmetricauthenticatia protocolson the controlchannelsare
sufficient to eliminateall the vulnerabiliies relatedto the propertiesof authenticatiorand
integrity. Onthe otherhand,for insiderthreats the situationis significantlymorecompli-
catedas someof the threatscannot be handledeven with the mostadwancedpublic key

protocolsalone.In suchcasesboth preventionandintrusiondetectionrmechanismsnight



needto beintegrated.For instance applyingthe conceptof “property-oiented” detection
[66] allowsthefurtherseparatiorof amainpropery into ahierarcly of sub-propertiesand

thendevelopsensorgo detectthe violationsagainstary of the sub-propeies.

5.2.3 Resource Fairness and Availability in Providing |P Telephony
Services

In alP telephory systemyesourcesuchasbandwidthmustbeallocatedefficiently and
fairly to accommodat¢éhe maximumnumberof callers. This propertycanbe violated by
attaclerswho aggressiely andakusively (but maybelegally aswell) obtainunnecessarily
large amountof resources.In otherwords, the resourceshave beenunfairly distributed
amongall the callers. Alternatively, the attacler cansimply flood the network with large
numberof paclets/messagesuchthatthe resourcesre unavailable to all the callers,in-
cludingtheattacler himselfherself.

Similarto theideasof FRED(Flow-basedRandonEarly Dropping)or ACC (Aggregate-
basedCongestiorControl), a network device canmonitortheresourcausagefor eachdata
stream(a micro flow) or a smallaggreate of datastreamga macroflow). By usingsam-
pling scheme$16, 13,29, thisdevice will beableto trackthe numberof pacletssentper
flow andalsomonitorthesizeof the paclets.If aflow is determinedo bealusie, thede-
vice caneithernotify anadministatoror actvateresponsenechanismsk e peraggreate
ratelimiting.

Dealingwith flood basedDoS attacksis muchmorecomplicated,especiallywhenthe
floodscanhappenn threedifferentlevelsin IP telepholy: usersgcontactpointssuchasSIP
proxy, andnetwork links. To further complicatethe situation,the attackscancomefrom
eitherthe Internetor the PSTN.While thesearetwo very differentnetworks bothtopolagy
andfunctioral wise,therearestriking similarities.

The paclet switchingnatureof datanetworks allows multiple connectiongo sharethe

samephysical channel. Therefore,unlike in circuit switchednetworks, an IP telephone
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terminalcanreceve andpotentially participatein multiple callsat once. An attacler can
easily overwhelma single terminal by sendingseveral call INVITE requestsn a short
periodof time.

The secondevel of the flooding tamgetis the internal contactpointsin the enterprise.
For Net-to-PSTNandNet-toNetcalls,thisis the SIPProxy, and,for PSTNbasedtalls, it is
the Media/SignalGatevay (MSG). Eachof thesedeviceshasa finite amountof resources
which every call requires. The MSG containsa fixed numberof voice ports. Every call
occupiesa singleport for the entiredurationof the call. For calls beingsentthroughthe
proxy, theresourcdimit is notasfinite asthe PSTNequwvalent. However, theseneracting
asthe proxy doeshave a limit amountof memoryandprocessingbility, thussetsa limit
on the numberof simultaneougallsit canhandle. A large volume of calls could result
in theseresourcedeingcompletelyconsumedandderying ary furthercalls. It shouldbe
notedthatthis conditioncould occurundernormaloperation.

Thethird level of attacktargetsincludesnetwork links connectingthe enterprisenet-
work to the global network. For acces to the PSTN network, this is the SS7signaling
link betweernthe MSG andthe STP. Theselinks aretypically 56 kbps. The othernetwork
links connectthe corporatelL AN to the Internet.If enoughtraffic is sentinto or out of the
enterprisethesdinks canbecomesaturatedSincethe network link betweerthe corporate
LAN andthelInternetcarriestraffic otherthanjustIP telephoty, saturatinghis connection

will resultin all servicesbeingdisrupted.

5.3 Sensorsfor Detecting DoS Attacks

This sectiondescribesa multi-layer architecturghat providesprotectionagainstflood
basedDoSattacks.Thearchitectureemplgys four typesof sensorgo detectandcontrola)
applicationlayerflood attackausingSIPmessagedy) transportayerfloodattacksc) PSTN

originatedflood attacksandd) flood attacksusingRTP streamsThefollowing subsections



describethe functionality of thesesensorsand potentialresponsesgfter a certaintype of
attacksis detected.The detailsof the detectionandresponsealgoritimsareincludedin

Section5.4.

5.3.1 Application Layer Attack Sensor (ALAYS)

Thekey objective of an ALAS is to detectandcontrol DoS attacksthat exploit appli-
cationlayer signalingand control messages,e., SIP messagesThe target of the attack
couldbeanindividualuserand/orthe SIP proxy sener. To detectsuchattacksthe ALAS
mustmonitoreachURI independenyl. During anobsenation period,the URI is extracted
from INVITE andOK messageandis storedin a trackingtablewithin the sensar Each
URI entryhasa counterto trackthe numberof INVITEs andOKs obsered. At the endof
the samplingperiod,ALAS checksif ary of the URI counterexceedsa choserthreshold
to decidewhetheranattackis detected.

Upon detectingan attacktargeting a specificURI, ALAS notifiesthe SIP Proxyvia a
controlmessagéhat containsa severity indicator The SIP proxy will theninitiatean“at-
tackresponseby returring Tempoarily Unavailableor BusyHere messageo a fraction
of incomirg callsto the correspondindJRI. The severity indicatorin the controlmessage
determineghe probabilty thata new incoming call will be allowed to passthroughthe
proxy. In theworstcasescenarioall callsto the URI will be blocked by the proxy. The
call restrictiors areonly removzedwhenALAS instructsthe proxy to do so.

Insteadof placingthe ALAS in front the SIP Proxy; it is possibleto placeit behind
asshown in Figure5.1. However, this will changethe traffic characteristicseenby the
sensar During an attack,the responsemechanisnin the SIP proxy may be activatedto
rejectafractionof incomingcalls. As aresult,thesensomill fail to seeall incomingcalls
to updatethe trackingtable correctly It is possibleto inform the sensomwhich calls are
blockedat the proxy by modifying theinteractionbetweerthe proxy andsensorbut thisis

the scopeof futurework.
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Theoverheadncurredby monitoring individual URIs is justifiedbecausét allows the

responsemechanisnto targetonly thoseURIs affectedby the attack. Using anaggreate

basedapproachg.g.,keepingone aggreate counterfor all URIs, would resultin all end

terminalsbeingaffectedby theresponsenechanism# anattackwasdetected.

5.3.2 Transport Layer Attack Sensor (TLAYS)

A TLAS is usedto monitor TCP SYN andACK pacletsto identify attackstargetedat

the transportnetwork layer The pair of SYN and ACK pacletscanbe usedto detectan

attackbecausef severalreasonsFirst, theexternalfirewall is astatefuldevice andwill not

allow ACK pacletsnot associatedvith an existing connectionto pass. The resultof this

is thatan attacler cannotflood a target with a mixture of both SYN and ACK pacletsin

anattemptto hidethe attackfrom the TLAS sincethe ACKs will nottraversethefirewall.

Secondly it is relatively difficult for an attacler to spoofthe sourceaddressof a SYN

paclet andthengeneratea correctACK paclet becauseéhe SYN-ACK paclet generated

by thetargetedenterprisesenerwill be sentto the spoofedaddressTheattacler might be
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ableto view the SYN-ACK pacletif they werelocatedon the datapathbetweernthetarget
andthe spoofedaddressbut this situationis rare.

Using the SYN and ACK pair also allows for a shortobsenation period. The time
betweerthetwo pacletsis equalto theroundtrip time betweertheenterprisesenerandthe
initiating machine.In the worst case this valuewould be on the orderof several seconds.
This closetime proximity betweenpaclets allows the sensorto usea shortobsenation
periodanddetectanattackquickly.

The locationof the TLAS within the network canbe leveragedto provide protection
to all machinesn the DMZ. TrackingtherelatedSYN andACK pacletsat anindividual
connectiorievel or endterminalis notappropriatdecausef theextremelylargevolumeof
connectiongindthelack of trustworthinessof sourceaddressed-urthermorePoSattacks
targetingthe network layerof a device usuallyrequirealarge volume of traffic. Therefore,
monitaring at an aggreyate level is sufficient to detectanomalyduring the presenceof a
network attack.

Theresponsenechanisms$or atransportiayerattackcanbe classifiedinto threecate-
gories:endsener responsefirewall responsendrouterresponseAt theendsener SYN
cache[34] or SYN cookies[9] canbe usedto reducethe amountof resourcesonsumed
by anincoming SYN paclet. Ratelimiting at the firewall canbe actvatedto decreas¢he
frequeng of incomingSYN pacletsto theseners.Finally, PushbaclandAggregateCon-
gestionControl[36, 19] canbeusedby upstreanprovidersto drop offending flows before

they reachanenterprisenetwork’s border

5.3.3 ALASfor PSTN Originated Attacks

In acorvergednetwork, it is possibleto launchanattackfrom the PSTN.It is, however,
moredifficult thanattackslaunchedrom the Internet,because large numberof individ-
ual phoneamustbe marshaledgndthe attackmustbe coordinatedetweera large number

of individuals. Neverthelessprovision mustbe madeto detectand control suchflood at-
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tacks.To detectandcontrolsuchattacksanALAS canbedeplo/edin serieswith theMSG
(Figure5.2). A sensoiplacedherewould operatealmostidenticallyto oneplacedbehind
the SIP Proxy5.3.1. The differencebetweerthetwo deploymentlocationsis theresponse
mechanismghat are utilized. For PSTN basedattacks,the MSG must generatelrans-
fer Controlled(TFC) messagesr ReleasdBusy messagefor thetargetede.164numbers

dependingon the severity of theattack[47].

534 RTP Stream Attack Sensor (RSAS)

A RSAS:is designedo detectattacksusingmaliciousRTP streamgo saturatehe en-
terprisenetwork. After succestully initiating a call to a victim, the attacler can either
sendvery large RTP pacletsor increasethe transmissiorrate to hoardthe link capacity
RSAS caneitherpolice individual streamflow or leveragestatisticaltechniquego detect
large flows. In thefirst approacha protocolparsercanextract codecsandbandwidh re-
qguirementsof eachcall upon call setup. This information is provided to RSAS.RSAS

monitasthedataratefor eachindividual RTP streamandidentify themaliciousflows that
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exceedits stipulatedlimit. Sincean RTP streamin IP Telepholy is typically very small
(8-64kbps),statisticalmarkingtechniquesisedin [16] to identify big RTP streamsanbe
leveraged Oncea maliciousstreamis detectedthe pacletscanbe droppedby thefirewall
immediatelyto preventresourcedepletionof legitimatecalls.

However, neitherof the two solutionscanpreventthe saturatiorof thelink outsidethe
firewall, andonehasto rely on the upstreanrouterto install similar RSASandresponse

mechanism.

54 Design of ALAS

Studiesof TCP traffic suggestshatthe averagesessionlengthis betweenl2 and 19
secondg64]. Enterprisetelephory traffic, however, lastsmuchlongerandis typically in
theorderof minutes.Studiesreportedn [62] shav thatupto 10%of thecall have duration
over 10 minutes. This differencein sessiorlengthsimposesrestrictionson the sampling
schemeshatcanbe usedto detectanimpendingattack. UndernormallP telephory oper
ation, the numberof initiatedhandsha&sshouldbe very closeto the numberof complete
handsha&swithin afixedobsenationperiod. A key characteristiof applicationayerDoS
attackis thatthe handshakingprocesswill not be completed.Therefore,if the difference
betweerthe numberof initiatedandcompletechandsha&ssuddenlybecomewery large,
it is strongindicationthat the systemis underattack. An additionalbenefitof usingthe
handsha&sto detectattacksis the temporalproximity of the messagesThis allows for

shortersamplingperiodsandhencelower detectiortime.

5.4.1 Detection Algorithm

The algorithmusedin detectingthe presenceof an attackis basedon the work pre-
sentedn [67]. The correlation betweerthe numberof connectiorestablishmenattempts

andthe completechandsha&sis similar to the relatiorship betweenconnectiorsetupand



teardown. Thedifferencecanbe modeledasa stationaryrandomprocess.The sensoris
animplementatn of SequentiaChangePointDetection[6] schemeln particular thede-
tectionof anattackis accomplishedby normalzing the differencewith theaveragenumber
of connectiongandapplyingthe non-parametc cumulatve summethod[8].

At the end of eachobsenration periodt,, A, is calculatedto be the numberof es-
tablishmentattempts(£ A(n)) minusthe numberof completedhandsha&s (H S(n)). To
remove the dependeng betweerthe meanof A,, andthe samplesize,a normalzedvalue
X, is calculatebasedon A, /C where( is the averagenumberof connectionsiuringthe

obsenationperiodt,. C' is definedas:

C(n)=aC(n—1)+ (1 —a)HS(n) (5.1)

Thedetectiorof anattackwithin asingleobsenationperiodis basedupontheexpected
valueof X,,. Undernormaloperation,Z(X,) = d < 1. To make detectioneasy a value
o is chosersuchthato > d andX,, = X,, — o. By shifting X,,, wheneer X,, is positive it
indicatesthe presencef anattack.

To ensurethat short high volume attacksas well as longerlow volume attacksare
detectedy thesensorsthealgorithmincludesa cumulatve sumcomponentWe definey,,

as

Yn—1 + Xna if (yn—l + Xn) >0
Yn = (5.2)
0, otherwise
If v, this value exceedsa pre-definedhresholdvalue,T', the systemis consideredo be

underattack.

5.4.2 Recovery Algorithm

The impact of an attackcan be amplified if it takes a long time to resumenormal
operationoncethe attackhasceasedThreedifferentrecovery algorihmswereconsidered

in this study
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Linear Recovery: This algorithmis the default behaior of the detectionalgorithm once
the attackhasstopped. Thevalueof X,, is closeto —o andthusy,, linearly decayso 0. If
thevalueof y, is large whenthe attackceasesndthe offset, o, is small, it will requirea
longtime for y,, to dropbelowr thethreshold!’. Thisresultsin theresponsenechanismso
remainactvatedfor ¥ minutesaftertheattackis over. Notethattheunderlyingassumption
is that, the sensoobseresunfiltereddata,i.e., the sensoiis placebetweerthe SIP proxy
sener andtheexternalfirewall.

Exponential Recovery: In thisrecovery algorithm y,, is decrementedsinga multiplica-

tive factoronceX,, < 0. Thevalueof ¥, is calculatedy:

Yn—1 + an if Xn >0
Yn =

Yn_1 — 0,  otherwise

If X,, <0, thevalueof i is incrementedftery, is calculated.Oncey,, returnsto 0 or
beginsto increasethevalueof i is resetto 1. Usingthis approachthetime for which the
attackresponsenechanisntemainsactive afterthe attackhasceaseds log,,(y,,) minutes.
Reset after Timeout: This schemas anextensionof thelinearrecovery algorithm. When
thevalueof y,, beginsto drop,atimer, F, is started.Thevalueof y,, is allowedto decay
linearly until thetimer expires. At theexpiration of thetimer, if thevalueof y,, is still above
thethresholdr', it is resetto 0. Unlike theothertwo approachedyy usingdiscreteimeouts
it is possibleto placeafixedupperbound, £, onthetime theresponsenechanismsvill be

in placeafterthe attackhasstopped.

5.5 Quantitative Analysisof ALAS

To ensurgheapplicationlayersensowoperatedorrectly onewasplacedin thefront of
the DMZ. This guaranteedhatall traffic cominginto andout of the enterprises network
would passthroughthesensorAs shavn in Figure5.3,it is alsopossibleto placeaNLAS

sensoin serieswith the ALAS.
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55.1 DoSAttack Models

To evaluatetheperformancef ALAS, thefollowing threedifferentDoSscenariosvere
considered.
Limited DoS Attack: This attackinvolvesa single URI beingtargetedby one or more
attaclers. The volume of incoming attackcalls is from a low anngancelevel (of one
hostilecall perminute)to anoverwhelmng level (of 10 or morehostilecalls per minute).
This attackdoesnot degradethelevel of servicethroughoutthe enterprise.
Stealth DoS Attack: This attackinvolvesoneor moreattaclerstargetinga large number
of URIs. EachURI recevesa very low volume of calls (e.g., one per minute or less).
However, in theaggreatethis resultsin a high usageof network resources.
Aggressive DoS Attack: This attackcanbe viewed asa combinationof the two previous
cases. In this attackone or more attaclersinitiate a low volume of calls to a moderate
numberof URIs. The impactof the attackis two fold: 1) the targetedend userswere
successfullydisruptedfrom their normal operationsand2) a large amountof network re-

sourcesvereconsumedausingotherservicego suffer.



5.5.2 Enterprise User Model

Theusermodeldefiningthedistribution of callsto differentURIsis shavnin Table5.1.
The majority of URIs receved a very low volume of calls during the simulation period.
However, therearecertainaddressewithin anenterprse(e.g.,helpdesk,front office, etc.)
thatreceve a muchhighervolumeof calls. To determinaf the volumeof legitimatecalls
affectedthe performanceof the sensorsboth high andlow volume userswereincludedin

themodel.

Table5.1: EnterpriseCall Distribution

Class| CallsRecevedDuring Simulation| Numberof URIs
A 1 500
B 2-5 400
C 6-10 80
D 11-20 20

55.3 Simulation Parameters

Eachsimulaton run lastedthirty minuteswith the detectionalgorithm samplingthe
traffic andcalculatingstatisticseachminute. For eachrecovery algorithm,two simulation
experimentswere conductedwith limited DoS attacksusing 4 and 10 hostile calls per
minute to a single URI. To ensurethat ALAS would detectthe attackregardlessof the
volume of legitimate calls, two URIs were targetedduring eachsimulation One of the
URIs receved 2 to 5 calls during the simulationperiod and the otherreceved up to 20
calls. The attackswere each5 minutesin length and startedon the secondand seventh
minuteof the simulation

Two additioral simulationsuseda stealthDoS attackand an aggressie DoS attack,
respectrely. The stealthattacktargeted200 uniqueURIs out of the 1000URIs within the
enterpriseandgeneratednecall aminuteto eachURI. Theaggressie attackonly useds0

uniqueURIs, with 3 calls minuteto eachtarget. The attackslasted10 minutesandbegan
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Figure5.4: Individual URI DetectionusingLimited DoS(o,,; = 2 andT,,; = 5)

onthesecondminuteof thesimulation.

Theoffsetvaluesp,,; ando,,,, weresetto 2 andl, respectrely. Theattackthresholds,

T.; andT,,,, weresetto 5 and2. Thevalue & for the discretetimeou algorithmwasset

to 2.

5.5.4 Experimental Results

Two key metricswere usedto determire its performance: attackdetectiontime and

systemrecovery time. Figure 5.4 shavs the sensors detectionof a limited DoS attack



N
@
m
.
o >
=
~
-

N

@
-
Calculated Value of Yn
_

Calculated value of Yn

N

~
~~
e
~

\ |

I
\\\

0

1 3 5 7 9 " 13 15 17 19 21 23 25 27 29 1 3 5 7 9 " 13 15 17 19 21 23 25 27 29

Time (minutes) Time (minutes)

(a) Aggressve DoS Attack (b) StealthDoS Attack
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at the individual URI level. Figure5.5 shavs the detectionplots at the aggreate level

for the aggressie and stealthDoS attacks. By choosingthe offset and thresholdvalues
appropriate), the falsealarmratewasreducedto zerofor all simulatians. Lowering the
valueswould allow for morestealthierattacksto be detectedbput would alsoincreasedhe
falsealarmrate.

The attackdetectiontimesfor the four DoS attackstypesareshowvn in Table5.2. The
resultsin Figures5.4and5.5show thatthelargerthevolume of attackcalls,the shorterthe
detectiontime. The oneresultthatmight seemsurprisingis the stealthattackwasdetected
in lesstime thanthe aggressie attack. This is becausehe overall call volume wasgreater
for the particularstealthand aggressie attacksusedin this study The aggressie attack
generatedl50 attackcalls per minute (threecalls to 50 different URIs) while the stealth

generate@00attackcalls perminute (onecall to 200differentURISs).

Table5.2: DoS Attack DetectionTime

Attack Type DetectionTime
4 calls/minLimited DoS 4 minutes(URI level)
10 calls/minLimited DoS 2 minutes(URI level)
50 URI Aggressive DoS 6 minutes(URI level)
8 minutes(aggraeyatelevel)
200URI StealthDoS | 4 minutes(aggreatelevel)
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To evaluatethe perfomanceandimpactof the differentrecovery algorithms,a limited
DoStarmgetinga low volume URI wasused. Table5.3 shavs the amountof time required
from theendof theattackuntil thelevelsin thesensodroppedelow thethreshold Figures
5.4b,5.4cand5.4dprovide agraphicakrepresentationf therecovery algorithns operation.
As expected,the linear recovery algorithm performancewas substantialljower thanthe
othertwo. For realworld deployments,the increasen sensorcompleity to usethe ex-
ponentialor resetafter timeoutalgorithms is acceptablédecausef the greatincreasen
performance.The costof usinga poor performirg recovery algorithmis substantialf the

responsenechanismsemainactvatedmuchbeyondthe endof the attack.

Table5.3: Recwvery Time for Limited DoSon Low VolumeURI

Attack Volume- Recaovery Alg. Recwery Time
4 calls/min- LinearRecorery 3 minutes
10 calls/min- LinearRecwery 17 minutes
10 calls/min- ExponentiaRecoery 6 minutes
10 calls/min- Resefafter Timeout 3 minutes

To ensurethatthe detectionalgorithmworks independentf the volume of legitimate
traffic recevedby ary URI, two limitedattackgargetingtwo URIs from differentusercat-
egoriesin Table5.1 were considered.For userswith a high volume of legitimate traffic,
thevalue C'(n) in Equation5.1is large. This impactsthe normalzation of the difference
betweerconnectiorattemptsandestablishmentsThelargerthevalueof C'(n), thegreater
in reductionof X,, becauseX,, = A, /C(n). Figure5.4bshawvs the impactof this nor-
malization. The peakvalueof the attackon the high volumeURI is 25%lessthanthelow

volume URI target.



Chapter 6

Summary

Thedeploymentof IP telepholy andotherdynamicapplicatiors will allow enterprises
to becomemore cost effective and offer a higherlevel of integration. However, before
wide spreadadoptioncanplacesereral major obstaclesnustbe overcome.It wasshovn
that dynamicapplicationscannotfunction properlyy when operatingover static network
devices. Previouswork hasprovidedlimited solutionsthatonly addressingleissues.The
SecureTelepholy EnabledMiddlebox (STEM) architecturepresentedn this work is a
comprehense solutionto the problem.

The STEM architecturewvasdesignedo be technologicallyneutral,therebyallowing
it to work in a diverserangeof network environments. Ensuringthe securityof the net-
work was a top priority in the STEM architecture. Major network-basedvulnerabilties
presenin anIP telephory deploymentwereenumerate@ndthe impactswerediscussed.
A completeprotectionframenork wasoutlinedto addressll of the major classef vul-
nerabilities. TheSecurdP Telepholy usingMulti-layeredProtectionSTUMP)framenork
usesa combinaton of existing andnew technologyto ensureoverall network security

A detailedexaminationof DoS attacksagainst IP telephory enabledenterprisenet-
worksshavedthata large classof attackscanonly be handledoy implementng dedicated

sensorsn enterprisenetwork. The operationandimplemenéation of sensorsat the trans-
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port and applicationlayerswere describedin detail. Eachof thesesensorsexploited a
non-parametc cumulatve sumalgorithmto detectthe presencef anattack. In addition
to attackdetectiontheimpactandperformancef threedifferentrecovery algorithmswere
examined. A quantitatve analysisusinga simulatedenterpriseervironment shaved that
the detectionalgorithm correctly identified threedifferenttypesof DoS attacksand that

therewasdifferencedetweerthedifferentrecovery algorithirs.

6.1 FutureWork

With the designof the architecturecomplete the creationof a completeprototye net-
work usingthe STEM architecturevith the STUMP overlayframewvork overlaidis the next
step.A prototypewould allow experimentalalidationof the securityandfunctionalty of
the architecture. Furthersimulaton configurationsof the two DoS sensorglevelopedis
alsoneeded.The impactof the variousparametersandtheir interactionwith the perfor
manceof the sensorsFinally, the flow monitor conceptneeddurtherrefinemenbeforeit

canbeimplementedcandtested.
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Appendix A

List of Publications & Presentations

A.1 Publications

¢ B. ReynoldsandD. Ghosal,"STEM: SecureTelepholy EnabledViddlebox”, in IEEE
Communicatias, vol. 40,no. 10, Oct. 2002.

¢ B. ReynoldsandD. Ghosal,’DefendingAgainstAttackin ConvergedNetworks”, in
Proceeding®f the2002UC Davis Studentbrkshop on Computng, Davis, Oct. 2002.

¢ B. ReynoldsandD. Ghosal,”SecurelP Telepholy usingMulti-l ayeredProtection”,
to appeaiin Proceedingof Networkand Distributed SystenSecuritySymposiunfNDSS),
SanDiego, Feh 2003.

¢ B. Reynolds, D. Ghosal,C. Chuahand S. F. Wu, "Vulnerabilty Analysisand A
Security Architecturefor IP Telephoty”, submittedto Open Architectuies and Network

Programming(OPENARCH), SanFranciscoApr. 2003.

A.2 Presentations

¢ "ChallengesandRewardsin EnterpriseDeploymentof IP Telephory”, Network Lab

SeminayUniversity of California at Davis (Mar. 2002).
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¢ "Deploying IP Telepholy in anEnterpriseandthe VVulnerabiities thatComeWith It”,

SecurityLab SeminayUniversity of California at Davis (July 2002).
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